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Personal Data Protection Act (PDPA) Policy
1. Introduction

This policy outlines how MUBIPLAS INDUSTRIES SDN BHD manages, protects, and processes
personal data in accordance with the Personal Data Protection Act (PDPA). The purpose of this
policy is to ensure that the company meets the requirements of data protection laws while
maintaining operational integrity and protecting the privacy of individuals.

2. Scope

This policy applies to all employees, contractors, and third-party service providers who may
access, handle, or process personal data on behalf of MUBIPLAS INDUSTRIES SDN BHD. It
covers all forms of personal data, whether collected electronically or in paper format.

3. Definitions

e Personal Data: Any information that can identify an individual, such as name, contact
information, identification numbers, and other personal identifiers.

o Sensitive Personal Data: Data that requires special protection due to its sensitive
nature, such as health information, racial or ethnic origin, or financial information.

o Data Subject: Any individual whose personal data is being processed by the company.

o Data Controller: The company or entity that determines the purposes and means of
processing personal data.

o DataProcessor: An entity that processes personal data on behalf of the data controller.

4. Principles of Data Protection
The company will adhere to the following principles when processing personal data:

o Lawfulness, fairness, and transparency: Personal data will be processed lawfully, fairly,
and transparently.

e Purpose limitation: Personal data will be collected for specified, legitimate purposes
and not further processed.

o Data minimization: Personal data will be adequate, relevant, and limited to what is
necessary.

e Accuracy: Personal data will be kept accurate and up-to-date.

o Storage limitation: Personal data will be kept in a form that allows identification of data
subjects for no longer than necessary.

e Integrity and confidentiality: Personal data will be processed securely, protecting it
from unauthorized access, alteration, and destruction.
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5. Data Collection

e Personal data will be collected only for legitimate business purposes, such as:
o Employee management and payroll processing.
o Supplier and customer management.
o Regulatory compliance (e.g., tax reporting, environmental compliance).
e Data will be collected using clear and understandable methods, and data subjects will
be informed of the purpose of collection.

6. Data Usage

e Personal data will be used only for the purposes for which it was collected.
e If the company intends to use the data for new purposes, it will seek the consent of the
data subject or ensure a legal basis for the new use.

7. Data Sharing and Third-Party Transfers

e Personal data may be shared with third parties such as:
o Suppliers, contractors, or business partners who provide services to the
company.
o Authorities for legal or regulatory purposes.
o Service providers (e.g., payroll, IT support).
e All third parties receiving personal data will be contractually obligated to handle and
protect the data in accordance with PDPA standards.

8. Data Security

e The company will implement appropriate technical and organizational measures to
ensure the confidentiality, integrity, and availability of personal data. These include:
o Secure systems and encryption protocols.
o Access controls to ensure only authorized personnel can access personal data.
o Regular security audits and assessments.

9. Data Retention

e Personal data will be retained only as long as necessary for the purposes for which it
was collected.

e Upon expiry of the retention period or upon the request of the data subject, personal
data will be securely destroyed or anonymized.

10. Data Subject Rights
Data subjects have the following rights under PDPA:
e Right to access: Data subjects can request to know what personal data the company

holds about them.
e Right to correction: Data subjects can request to correct or update their personal data.
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¢ Right to erasure: Data subjects can request the deletion of their personal data, subject
to applicable legal or contractual obligations.

o Right to restriction: Data subjects can request that the company limits the processing
of their personal data.

¢ Right to object: Data subjects can object to the processing of their personal data in
certain circumstances.

11. Consent

e Consent will be sought from data subjects before collecting their personal data, except
where the company has another lawful basis for processing the data (e.g., contractual
necessity, legal obligation).

¢ Data subjects will be informed of their right to withdraw consent at any time.

12. Training and Awareness

e The company will provide training and resources to employees regarding data
protection principles, the importance of safeguarding personal data, and the
company’s PDPA compliance procedures.

13. Data Breach Notification

e Inthe event of a data breach, the company will take immediate steps to investigate and
mitigate the breach.

e If the breach is likely to result in a risk to the rights and freedoms of data subjects, the
company will notify the relevant data protection authorities and affected individuals
within the required time frame (usually 72 hours).

14. Compliance and Monitoring
e Regular audits will be conducted to ensure compliance with the PDPA policy and
relevant data protection regulations.
¢ Any violations of this policy may result in disciplinary action, including termination of
employment.

15. Contact Information

For questions or concerns regarding personal data, please contact the Data Protection Officer
MS MASLINDA KAIRUDIN at: MUBIPLAS INDUSTRIES SDN BHD (012-2387819)



